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 HIPAA Privacy – Core Concepts 

 



Key Terms 

 Covered Entities: Health plans, 

clearinghouses, health care providers 

 Protected Health Information (PHI): 

Individually identifiable information related 

to the past, present or future health, health 

care or payment for health services 

 Uses and Disclosures: internal (employees)  

vs. external access to PHI 



Key Terms 

 Individual identifiers include: 
 Demographic elements (name, birth, admission, discharge, 

death, an all ages over 89) 
 Geographic subdivision smaller than state (except first 3 zip 

code digits) 
 Locator elements (telephone, fax, email)  
 IDs (SSN, medical record number, health plan ID, account 

numbers,  certificate/license numbers, vehicle IDs, device 
IDs, URLs, IP addresses, biometric IDs, full face photographic 
images, any other unique identification number 

 De-identified data: All identifiers removed or 
statistician determines very low risk data containing all 
or some elements identifies an individual 



 
 HIPAA Privacy and Research 

 



Who is Affected by HIPAA 
Privacy Research Provisions 

 Covered entities conducting internal research 
 Covered entities participating with other 

entities in joint research 
 Covered entities disclosing PHI to external 

researchers 
 Any researcher conducting research that 

involves PHI 
 IRBs that review research protocols 



What is Research under  
HIPAA Privacy? 

 “A systematic investigation, including 

research development, testing and 

evaluation, designed to develop or 

contribute to generalizable knowledge.  

This includes the development of research 

repositories and databases for research”  

45 CFR § 164.501 



What Research is Affected  
under HIPAA 

 Records research that uses existing PHI, 

such as research databases and data 

repositories 

 Research that includes treatment of 

research participants, such as clinical 

trials 



HIPAA Privacy Research 
Provisions 

 Covered Entities may use and disclose 

PHI for research 

 With individual authorization 

 Without individual authorization in 

limited circumstances 



HIPAA, the Common Rule and 
FDA’s Human Subject Protection 

 HIPAA Privacy does not override the 

Common Rule of FDA’s human subject 

protection regulations 

 HIPAA Privacy seeks to extend waiver of 

informed consent that apply to federally 

funded research to apply to all research, 

regardless of source of funding 



Research WITH Patient 
Authorization 

Common Rule/FDA  HIPAA Privacy 
 
 
IRB Reviews Research  Research must have 
And Informed Consent  valid authorization 
      form 

 
 Research participant authorization to use or 

disclose PHI is required for most clinical trials and 
records research 

 May continue until “end of research study” 
 May be combined with informed consent to 

participate in research 



• Form must include: 
• Purpose (title of study) 
• What PHI is being used or disclosed 
• Who is authorized to receive and use PHI 
• Who is authorized to disclose PHI 
• Right to refuse to sign and to revoke 

authorization at any time 
• Potential for re-disclosure of PHI 
• Expiration date (“end of study”; “never” OK for 

research databases and repositories) 
• Signature 

Requirements of a HIPAA Patient 
Authorization 



Research WITHOUT Patient 
Authorization 

Common Rule/FDA  HIPAA Privacy 

 

 

- IRB Reviews   - IRB/Privacy Board  

   - 4 waiver criteria       - 3 review criteria 

      - Preparat. Research 

      - Research on Deced 

      - Limited data set 

       



1. The use or disclosure of PHI involves no 
more than a minimal risk to the privacy 
of the individual, based on: 
• An adequate plan to protect the identifiers in the 

dataset 
• An adequate plan to destroy the identifiers as soon 

as is possible, unless there is a research reason for 
not doing it 

• Adequate written assurance that the PHI will not 
be reused or re-disclosed to any other person or 
entity (except for oversight of research or as 
authorized by law) 

Option 1 - IRB Waiver of 
Authorization (Criteria) 



– The research could not be practicably 

conducted without the waiver of 

authorization 

– The research could not be practicably 

conducted without access to and use 

of PHI 

Option 1 - IRB Waiver of 
Authorization (Criteria) 



 Obtain representation that the use 

and disclosure of PHI is necessary to 

prepare a research protocol or other 

preparatory research purposes 

 PHI must not be removed from 

covered entity 

Option 2 – Preparatory Research 



 Obtain representation that the use 

and disclosure is solely for the 

purpose of research on decedent’s 

PHI 

Option 3 – Research on Decedents 



• Limited data set is PHI that has been 
stripped of specific readily identifiable 
data elements (such as name, address, 
phone number, etc), but which still 
include other identifiable data 
elements (such as zip code, dates, 
gender, etc.) 

Option 4 – Limited data set 



• Use and disclosure of a limited data set is 
permitted: 
• For specific purposes, including research, 

public health and certain health care 
operations 

• With the signing of a data use agreement 
from the recipient limiting the recipient’s 
use to the specified purposes, limiting 
who may use or receive data, and 
establishing that no re-identification or 
contact the individuals will be attempted. 

Option 4 – Limited data set 



Source: Allina Health System 



 
 Other HIPAA Privacy  

Provisions Affecting Research 
 



Minimum Necessary 

• Covered entities are required under HIPAA 
Privacy to only use or disclose the minimum 
amount of PHI needed to achieve the 
intended purpose of the use or disclosure 

• This provision applies to research – only the 
minimum amount of data needed can be 
used by or disclosed to researchers 

• Determination is required to be made by 
covered entity maintaining the data 



Accounting of Disclosures 

• Patients have the right to request an 
accounting of certain disclosures done of 
their data (excludes disclosures for treatment, 
payment and operations and those done with 
a patient authorization) 

• Covered entity disclosing protected health 
information for research purposes without 
the need to obtain patient authorization must 
account for the disclosure 
 



Non-Preemption of More  
Stringent State Privacy Laws 

• HIPAA Privacy rules do not preempt 
state laws or regulations that are more 
stringent (protects more the 
information, restricts more its use or 
disclosure, gives more rights to 
consumers) 

• Minnesota has one of the more 
stringent privacy laws in the Nation 
affecting research 



Non-Preemption of More  
Stringent State Privacy Laws 

• State law allows “a provider or a person who 
receives health records from a provider to 
disclose the records to an external researcher 
for purposes of medical and scientific 
research, if the provider has: 
• Disclosed in writing to the patients currently 

being treated by the provider that health records 
may be disclosed and that the patient may 
object; and 

• Used reasonable efforts to obtain the patient’s 
written general authorization, which does not 
expire but may be revoked or limited in writing 



 
 HIPAA Resources for 

Researchers 
 



Resources 

http://privacyruleandresearch.nih.g
ov/ 



Resources 

http://www.irb.umn.edu/topics/hip
aa/ 



Resources 

http://www.irb.umn.edu/topics/hip
/ 



Resources 

http://www.irb.umn.edu/topics/hip
/ 



Resources 

http://www.allina.com/ahs/research.nsf/page/HIPAA_and_Research 



Resources 

http://www.allina.com/ahs/research.nsf/page/HIPAA_and_Research 



Resources 



Resources 

•  Office for Civil Rights (OCR), Department of Health and Human 
Services (HHS) - http://www.hhs.gov/ocr/hipaa 

•  Agency for Healthcare Research and Quality (AHRQ) - 
http://www.ahrq.gov/ 

•  Centers for Disease Control and Prevention (CDC) - 
http://www.cdc.gov/nip/registry/hipaa7.htm 

• Food and Drug Administration (FDA) - http://www.fda.gov/ 
• National Institutes of Health (NIH) - 

http://privacyruleandresearch.nih.gov/ 
• Office for Human Research Protections (OHRP), HHS - 

http://ohrp.osophs.dhhs.gov/ 
• Academic Medical Centers Site - http://www.amc-hipaa.org/ 
• Association for the Accreditation of Human Research Protection 

Programs - http://www.AAHRPP.org/ 



 
 Summary 

 



 The core components of HIPAA (EDI, code sets, 
identifiers, privacy and security) will affect 
researchers in important ways 

 Privacy will have a major effect on the ability of 
researchers to obtain patient health information 

 Providers and other covered entities who maintain 
PHI will be much more cautious as to when and 
how they will use and disclose to researchers PHI 

 Minnesota laws add more stringent requirements 
to the HIPAA privacy law, will not be preempted 
and will need to be followed by providers and 
researchers 

In Summary… 



 In using and disclosing PHI for research purposes, 
providers will need to only use/disclose the 
minimum necessary amount of data needed for the 
research purpose 

 There will be cost implications as to the 
procedures needed to be done to accomplish the 
release of PHI, and the accounting of those 
disclosures 

 The HIPAA rules have created a limited data set 
that can be disclosed to researchers without 
patient consent, but with the need to have a data 
use agreement 

In Summary… 



 Providers and health plans will need to develop 
and implement procedures for using and 
disclosing PHI for research purposes 

 Researchers (who receive or access PHI) will need 
to understand their new responsibilities as to the 
use they will give to the PHI and the safeguards 
they need to implement to protect this data 

In Summary… 



Contact Information 

Walter G. Suarez, MD, MPH 
Midwest Center for HIPAA Education 
Phone: (952) 854-3401 
Fax: (952) 854-4801 
Email: walter.suarez@sga.us.com 
Web: http://www.mche.us.com 
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