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State Public Use File Re-identification Attacks

m Repeated health data re-identification attacks
against State public use data resources and the
associated negative publicity can generate
considerable fear of data re-identification risks,
which can put in jeopardy the many important
public benefits created by State health data
resources.

m All three States (WA, ME, VT) data sets attacked
were not de-identified according to the HIPAA
de-identification standard.

m All three data sets were not protected by an
effective data use agreement prohibiting re-
identification attempts.
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After Boyiston's discharge, Washington collected the
paperwork of his week-long stay from providence Sacred
Heart Medical Centerin Spokane and added it to a database
of 650.000 hospitalizations for 2011 available for sale fo
researchers, companies and other members of the public.
The data was supposed to remain anonymous. Yet because
of state exemption from federal regulations governing
discharge information, Boylston could be identified and his
medical background exposed using only publicly available
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‘| don't really feel that the public has a right to read up on my
medical history.” said Boylston, who is 62 and a veteran. ‘|

feel I've been violated ”
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Yoo J, Thaler A, Sweeney L, and Zang J. Risks to Patient Privacy: a re-identification of patients in Maine and
Vermont statewide hospital data. Technology Science. 2018100901. October 9, 2018.
http://techscience.org/a/2018100901

Technology Science

Risks to Patient Privacy: A Re-
identification of Patients in Maine and
Vermont Statewide Hospital Data

Ji Su Yoo, Alexandra Thaler, Latanya Sweeney, and Jinyan Zang
Highlights

¢ We used newspaper data to match names to anonymized patient records in statewide
hospital data from Maine and Vermont

e We found that 28.3 percent of names from Maine news stories and 34 percent of
names from Vermont news stories uniquely matched to one hospitalization in the
Maine and Vermont hospital data.

e Whenredacted to the HIPAA Safe Harbor standard, the Maine data allowed for a 3.2
percent re-identification rate and Vermont data allowed for a 10.6 percent re-
identification rate.

e Ourresults suggest that states should revisit de-identification practices and reassess
risks to patient privacy when determining data sharing protocol



Sweeney L. Only You, Your Doctor, and Many Others May Know. Technology Science. 2015092903. September
29, 2015.http://techscience.org/a /2015092903
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Only You, Your Doctor, and Many Others
May Know

Latanya Sweeney

Technology Science

Highlights
¢ Washington State is one of 33 states that share or sell anonymized health records

e |conducted an example re-identification study by showing how newspaper stories
about hospital visits in Washington State leads to identifying the matching health
record 43% of the time

e This study resulted in Washington State increasing the anonymization protocols of the
health records including limiting fields used for the re-identification study
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Washington, Maine, Vermont Re-identification Risks

Washington Headline: “43% Re-identified”

Reality: 35 / 648,384 = 0.0054% or 1 in 18,525
(or 40 / 648,384 = 0.0062% or 1 in 16,210)

Maine Headline: “28% Re-identified”

Reality: 69 / 105,808 = 0.065% or 1 in 1,533

Vermont Headline: “34% Re-identified”

Reality: 16 / 268,984 = 0.008% or 1 in 16,811

Overall Public Use Sets

Reality: (40+69+16)/1,023,176 = 0.0012% or 1 in 8,185



Two Methods of HIPAA De-identification

HIPAA Privacy Rule
De-identification Methods

[

Expert
Determination
§ 164.514(b)(1)

Apply statistical or
scientific principles

Very small risk that
anticipated recipient

\.comdfid_entifv 'iﬂ'diVi'dua'/

Safe Harbor
§ 164.514(b)(2)

Removal of 18 types of
identifiers

No actual knowledge
residual information can

identify individual




HIPAA Expert Determination Conditions
m “Risk is very small...”
—“that the information could be used”...

—“alone or in combination with other reasonably
available information”...,

—“by an anticipated recipient”...

—“to identify an individual”...
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Essential Re-identification Concepts

m Essential Re-identification and Statistical Disclosure
Concepts

—Record Linkage
—Linkage Keys (Quasi-identifiers)
—Sample Uniques and Population Uniques
m Straightforward Methods for Controlling Re-
identification Risk
—Decreasing Uniques:
m by Reducing Key Resolutions
m by Increasing Reporting Population Sizes

11



Quasi-identifiers

While individual fields may not be identifying by
themselves, the contents of several fields in combination
may be sufficient to result in identification, the set of
fields in the Key is called the set of Quasi-identifiers.

Gender! Age Ethnic |Marital| Geo-
: Group | Status | graphy
"""" Quasi-identifiers ---------*

Fields that should be considered part of a Quasi-
identifier are those variables which would be likely to
exist in “reasonably available” data sets along with
actual identifiers (names, etc.).

Note that this includes even fields that are not “PHI”.
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Key Resolution

Key “resolution” increases with:

1) the number of matching fields available

2) the level of detail within these fields. (e.g. Age in
Years versus complete Birth Date: Month, Day, Year)

Full

Gender DoB

Ethnic
Group

Marital
Status

Geo-
graphy

Full

Gender DoB

Ethnic
Group

Marital
Status

Geo-
graphy
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Record Linkage

Record Linkage is achieved by matching records in
separate data sets that have a common “Key” or set

of data fields.

Population Register (w/ IDs)
(e.g. Voter Registration)

Age
Gender (YoB)
Age
Gender (YoB)
Sample
Data file
Quasi- Revealed
|dentifiers Data

- |dentifiers

(Keys)
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Sample and Population Uniques

mWhen only one person with a particular set of
characteristics exists within a given data set
(typically referred to as the sample data set),

such an individual is referred to as a “Sample
Unique”.

mWhen only one person with a particular set of
characteristics exists within the entire
population or within a defined area, such an

individual is referred to as a “Population
Unique”.
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Measuring Disclosure Risks

List)

Sample | Sample . Population Population
. Potential .
Records \Uniques Uniques Records
- (e.q.,

Voter Registration
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Records that are unique in the sample
but which aren’t unique in the population, would
match with more than one record in the population,
Only records that are unique in  and only have a probability of being identified
the sample and the population are
at risk of being identified with
exact linkage

Linkage Risks

Sample [ Sample Population Population
Records | Uniques Uniques Records
Records that are not unique in
the sample cannot be unique in
the population and, thus, aren’t Records that are not in the sample
at definitive risk of being also aren’t at risk of being

identified identified
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Estimating Disclosure Risks

Links / Sample Records indicates

W determine th i '
€ can determine the the risk of record linkage.

Sample Unigues quite easily
from the sample data

Population
Uniques

For many
characteristics,
the likelihood of

Population
Uniqueness can

be estimated
from statistical

models of the
US Census data
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U.S. State Specific Re-identification Risks: Population Uniqueness
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Challenge: Subtraction Geography
(i.e., Geographical Differencing)

m Challenge: Data recipients often request reporting
on more than one geography (e.g., both State and
3 digit Zip code).

m Subtraction Geography creates disclosure risk
problems when more than one geography is
reported for the same area and the geographies
overlap.

m Also called geographical differencing, this
problem occurs when the multiple overlapping
geographies are used to reveal smaller areas for
re-identification searches.
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Example: OHIO Core-based Statistical Areas

‘ Pennsylvannia

There are 7 CBSAs in Ohio which
Cross into 4 Border States

iddletown,
i € W-
Kentucky 2
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Challenge: “Geoproxy” Attacks

m Challenge: Data intruders can use Geographic
Information Systems (GIS) to determine the likely
locations of patients from the locations of their
healthcare providers

— Retail Pharmacy Locations
— Physician or Healthcare Provider Locations
— Hospital Locations

m Geoproxy attacks have become much easier to
conduct using newly available tools (e.g., Web
2.0 mapping “Mash-up” technology) on the
internet.
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Challenge: Geoproxy Attacks
( p)
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Example: Patient location as revealed within data set,
but further narrowed to probable “hotspots” by using
healthcare provider location data
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Challenge: Geoproxy Attacks

(

e =
60178

hicago

Directional (Standard Deviation Ellipse) distributions
and “Hot Spot” analysis (Z-score color coding zip codes
for Getis-Ord Gi* statistics)
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Challenge: Geoproxy Attacks o o

ZCTA3 | Population
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ZCTA3 252 is
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ver Natl Rec.

The complexity of
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Geography
amplifies the
threat of _
Geoproxy attacks
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Successful Solutions:
Balancing Disclosure Risk and Statistical Accuracy

m When appropriately implemented, statistical de-
identification seeks to protect and balance two vitally
important societal interests:

—1) Protection of the privacy of individuals in
healthcare data sets, (Disclosure or Identification
Risk), and

—2) Preserving the utility and accuracy of statistical
analyses performed with de-identified data (Loss of
Information).

m Limiting disclosure inevitably reduces the quality of
statistical information to some degree, but the
appropriate disclosure control methods result in small
information losses while substantially reducing
identifiability.
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Suggested Conditions for De-identified Data Use

Recipients of De-identified Data should be required to:

1)Not re-identify, or attempt to re-identify, or allow to
be re-identified, any patients or individuals who are
the subject of Protected Health Information within the
data, or their relatives, family or household members.

2)Not link any other data elements to the data without
obtaining a determination that the data remains de-
identified.

3) Implement and maintain appropriate data security
and privacy policies, procedures and associated
physical, technical and administrative safeguards to
assure that it is accessed only by authorized personnel
and will remain de-identified.

4) Assure that all personnel or parties with access to the
data agree to abide by all of the foregoing conditions.

© 2019 29
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fail to provide
reliable evidence
about real world re-
identification risks
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Re-identification Demonstration Attack Summary

Quasi-ldentifers Vulnerable Used Individuals w/ Attack Against HIPAA
Re-identification (w/ HIPAA Safe Harbor Subgroup Stat. Alleged/Verified At-Risk Notable Headlines Compliant (or SDL Demonstrated
. . Samplin . P - . I .
Attacks exclusion data in Red) Targeted? PING | Re-identification Sample Size & Quotes Protected) Data? Re-identification Risk
Governor Weld , , Zip5, Gender, DoB Yes No n=1 99,500 “Anonymized” Data Really lsn’t o5 No 0.00001
F Text f Search i
Aol .| Free Text from Search Queries = Yes No n=1 657,000 A Face is Exposed 5 No 0.0000015
Name, Location, etc
“...successfully identified 99% of people
Netflix 4 Movie Ratings & Dates Yes No n=2 500,000 i i ” No 0.000004
in Netflix database” ;5
Zip3, YoB, Gender, Marital Status, ) )
ONC Safe Harbor ¢ 3 i L No N/A n=2 15,000 [ Press Did Not Cover This Study ] Yes 0.00013
Hispanic Ethnicity
To best of my judgment, reidentification
Herit Health Bri P:g&, Sex,:ays Iln Hl::lpltal,f is within realm of possibility
eritage Hea rize ici jalt
e . ysielan Speciatty, .al:e ° ) Yas No n=0 113,000 El Emam estimated < 1% of Pts could be Yes 0.0
£.7.8.5| Service, CPT Code, Days Since First i i .
v | ) ) re-identified. Narayanan estimated >
Claim, ICD-9 Diagnosis
12% of Pts were identifiable. 55
Y-Chromosome STR Y-STR DNA Sequences*® - . . . *No? .12 (For Males Only),
i N/A, Not Attempted: ~150 Million | "nice example of how simple it is to re- :
Surname Inference 5, Age in Years & State No e Simulated Results o ) . . . N (Safe Harbor vs. Expert after accounting for
- Simulation Study Part tmuiation fmulatec Resu ales (il R e e A Determination) 30% False Positive Rate
=5 Y-STR Al *Safe Harbor Excludes:
D eI Age, Utah State, Genealogy Yes, Highly - r;b :'// G Ione, ) DNA Hack Could Make " are . ar _:r :; "' e; Not Clearly Caleulable
Pedigrees & Mormon Ancestry Targeted ° " w .eneo =2 : Medical Privacy Impessible 5, n un:que:t ?n LI for CEU Attack
Amplification n=50) characteristic or code
"...re-identified names of > 40%
. .. " 0.28
Personal Genome Project anonymous participants " 5,
Zip5, Gender, DoB No N/A n=161 579 i . No (w/ Embedded Names
121314 re-identified 84 to 97% of sample of PGP
o Excluded)
volunteers 33
. n=40 “...how new stories about hospital visits
Washington St. . , . o35
T P Hospital Data w/ Diagnoses, Zip5, v N (8 verified) e in Washington State leads to identifying o o -
L = Month/Yr of Discharge s e from ! matching health record 43% of the e L
15,16 81 News Reports time "3,
High Resolution Time (Hours) and "four spatio-temporal points enough to
Cell Phone "Unicity",; € ( . ) No N/A Not Attempted 1.5 Million i i ) R No 0.0
Cell Tower Location uniquely identify 95% ",
| i i i 173 Milli How Big Brother Watches You With
NYC Taxiys 15 High Resclution Time (Minutes) Yes No n=i1 : illion g No 0.0000001
i and GPS Locations Rides Metadata 5,
Credit Card "Unicity" High Resolution Ti D With a Few Bits of Data, Researchers
Y igh Resolution Time (Days), No N/A Not Attempted 1.1 Million f Date, No 0.0

20,21,22,23,24,25,26

Location and Approx. Price

Identify “Anonymous’ People 3¢

» Publicized attacks are on data without HIPAA/SDL de-identification protection.
* Many attacks targeted especially vulnerable subgroups and did not use sampling to assure

representative results.

* Press reporting often portrays re-identification as broadly achievable, when there isn’t any
reliable evidence supporting this portrayal.




Robust De-anonymization of Large Sparse Datasets

Arvind Narayanan and Vitaly Shmatikov

The University of Texas at Austin

Abstract

We present a new «class of statistical de-
anonymization  attacks against  high-dimensional
micro-data, such as individual preferences, recommen-
dations, transaction records and so on. Qur techniques
are robust to perturbation in the data and tolerate some
mistakes in the adversary’s background knowledge.

We apply our de-anonymization methodology to the
Netflix Prize dataset, which contains anonymous movie
ratings of 500,000 subscribers of Netflix, the world’s
largest online movie rental service. We demonstrate
that an adversary who knows only a little bit about
an individual subscriber can easily identify this sub-
scriber’s record in the dataset. Using the Internet
Movie Database as the source of background knowl-
edge, we successfully identified the Netflix records of
known users, uncovering their apparent political pref-
erences and other potentially sensitive information.

The Narayan/Shmatikov
"Netflix" algorithm is an
intelligently designed
advance for re-identification
methods. However, scrutiny
is warranted for the
experimental design and
associated information
assumptions when considering
how robust the algorithm
really is and other conditions
in which it might work well.
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Re-identification Demonstration Attack Summary

= For Ohm’s famous “Broken Promises” attacks (Weld, AOL,
Netflix) a total of n=4 people were re-identified out of 1.25
million.

= For attacks against HIPAA de-identified data (ONC,
Heritage®), a total of n=2 people were re-identified out of
128 thousand.
= ONC Attack Quasi-identifers: Zip3, YoB, Gender, Marital Status,
Hispanic Ethnicity

» Heritage Attack Quasi-identifiers*: Age, Sex, Days in Hospital,
Physician Specialty, Place of Service, CPT Procedure Codes, Days

Since First Claim, |CD-9 Diagnoses (*not complete list of data available for adversary
attack)

= Both were “adversarial” attacks.
= For all attacks listed, a total of n=268 were re-identified out
of 327 million opportunities.

Let's get some perspective on this...
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Obviously, This slide is BLACK

So clearly, De-identification Doesn't Work.



Re-identification Demonstration Attack Summary

What can we conclude from the empirical evidence provided
by these 11 highly influential re-identification attacks?

—The proportion of demonstrated re-identifications is extremely
small.

—Which does not imply data re-identification risks are
necessarily very small (especially if the data has not been
subject to Statistical Disclosure Limitation methods).

—But with only 268 re-identifications made out of 327 million
opportunities, Ohm’s “Broken Promises” assertion that
“scientists have demonstrated they can often re-identify with
astonishing ease” seems rather dubious.

—It also seems clear that the state of “re-identification science”,
and the “evidence”, it has provided needs to be dramatically
improved in order to better support good public policy regarding
data de-identification.
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Bill of Health

Examining the intersection of law and health care, biotech & bioethics
A blog by the Petrie-Flom Center and friends

Online Symposium on the Law, Ethics & Science of
Re-identification Demonstrations

http://blogs.law.harvard.edu/billofhealth/2013/05/29/public-policy-

considerations-for-recent-re-identification-demonstration-attacks-on-

genomic-data-sets-part-1-re-identification-symposium/

https://blogs.law.harvard.edu/billofhealth/2013/10/01/press-and-
reporting-considerations-for-recent-re-identification-demonstration-
attacks-part-2-re-identification-symposium/

http://blogs.law.harvard.edu/billofhealth/2013/10/02/ethical-
concerns-conduct-and-public-policy-for-re-identification-and-de-
identification-practice-part-3-re-identification-symposium/



http://blogs.law.harvard.edu/billofhealth/2013/05/29/public-policy-considerations-for-recent-re-identification-demonstration-attacks-on-genomic-data-sets-part-1-re-identification-symposium/
https://blogs.law.harvard.edu/billofhealth/2013/10/01/press-and-reporting-considerations-for-recent-re-identification-demonstration-attacks-part-2-re-identification-symposium/
http://blogs.law.harvard.edu/billofhealth/2013/10/02/ethical-concerns-conduct-and-public-policy-for-re-identification-and-de-identification-practice-part-3-re-identification-symposium/

HIPAA §164.514(b)(2)(i) -18 “Safe Harbor” Exclusions

All of the following must be removed in order for the information to be considered de-identified.

(2)(i) The following identifiers of the individual or of relatives, employers, or household members of
the individual, are removed:

(A) Names;

(B) All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their
equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available
data from the Bureau of the Census: (1) The geographic unit formed by combining all zip codes with the same three
initial digits contains more than 20,000 people; and (2) The initial three digits of a zip code for all such geographic
units containing 20,000 or fewer people is changed to 000.

(C) All elements of dates (except year) for dates directly related to an individual, including birth date, admission date,

discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age,

except that such ages and elements may be aggregated into a single category of age 90 or older;

) Telephone numbers;

) Fax numbers;

) Electronic mail addresses;

G) Social security numbers;

H) Medical record numbers;

) Health plan beneficiary numbers;
)

)

)

D
E
F

Account numbers;

Certificate/license numbers;

Vehicle identifiers and serial numbers, including license plate nhumbers;
M) Device identifiers and serial numbers;

N) Web Universal Resource Locators (URLs);

0) Internet Protocol (IP) address numbers;

P) Biometric identifiers, including finger and voice prints;

Q) Full face photographic images and any comparable images; and

(
(
(
(
(
{
J
(K
(L
(
(
(
(
Q)

(R) Any other unique identifying number, characteristic, or code except as permitted in §164.514(c)
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HIPAA §164.514(b)(1) “Expert Determination”

Health Information is not individually
identifiable if:

A person with appropriate knowledge of and
experience with generally accepted statistical and
scientific principles and methods for rendering
information not individually identifiable:

(1) Applying such principles and methods, determines
that the risk is very small that the information could
be used, alone or in combination with other
reasonably available information, by an anticipated
recipient to identify an individual who is a subject of
the information; and (ii) Documents the methods and
results of the analysis that justify such determination;
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Tennessee - ZCTA5 Populations

Population
M < 1500

[ 1,501 - 5,000
[]5,001 -10,000
110,001 - 20,000
B 20,001 +




Tennessee - County Populations

Population
M < 1500

[ 1,501 - 5,000
[]5,001 -10,000
110,001 - 20,000
B 20,001 +




Tennessee - ZCTA5 X County Populations

Population
M < 1500

[ 1,501 - 5,000
[]5,001 -10,000
110,001 - 20,000
B 20,001 +




New York
ZCTA5S Populations

Population
M < 1500
91,501 - 5,000
[]5,001 - 10,000
110,001 - 20,000
B 20,001 +




New York
ZCTA3 Populations

Population
M < 1500
91,501 - 5,000
[]5,001 - 10,000
110,001 - 20,000
B 20,001 +




New York

LCTA5 Collapse
Populations

Population
M < 1500
91,501 - 5,000
[]5,001 - 10,000
110,001 - 20,000
B 20,001 +




